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	Data Protection Lead
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	Registered Manager
	Andrea Tomkins

	ICO Registration
	ZA400710

	Contact for data matters
	admin@birkdalevillagecarehome.co.uk

	Applies to
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	Last updated
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	Next review
	2027 (annually or on significant change)



	PURPOSE:  A plain summary of the technical and organisational security protecting the in-house Portal — written so a regulator can quickly see the safeguards in place.




1.  Access & authentication
1. Every user has their own password-protected login. No shared accounts.
1. Role-based access: each user sees only what their role needs (e.g. maintenance cannot access resident or HR data).
1. Enforced at the database layer (Row Level Security), not just hidden on screen.
1. Automatic log-out after inactivity; a second password challenge on the most sensitive areas.
1. The Director can disable any account immediately if a device is lost or a person leaves.
2.  Encryption & data in transit
1. All connections use HTTPS (TLS) encryption — no unencrypted access allowed.
1. Files are stored privately and reached only through short-lived signed links, never public URLs.
3.  Storage, backup & recovery
1. Data held in a hosted database (Supabase) with automatic backups.
1. Source code version-controlled and backed up, with a documented restore process.
1. A signed Data Processing Agreement with the hosting provider.
4.  Accountability & monitoring
1. An access/audit log records activity, supporting accountability and breach investigation.
1. Access granted on a need-to-know basis and removed promptly when staff leave.
1. Staff trained on data protection and sign the Data Protection Policy.
1. A documented breach procedure, including 72-hour ICO reporting.


5.  Summary for regulators
	In short:
The Portal protects personal data through individual logins, role-based access enforced at the database layer, full encryption in transit, private file storage with signed links, automatic backups, an audit log, a signed processor agreement, trained staff, and a clear breach procedure. These measures are appropriate to the sensitivity of the health and care data held, and meet the Company’s obligations under UK GDPR and the Data Protection Act 2018.



Note: confirm and record the data-hosting region with the hosting provider, and keep the signed DPA and ICO certificate filed alongside this pack.
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